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Overview

Artificial intelligence (Al)-enabled synthetic media, including deepfake audio, video, imagery, and text, has
emerged as one of the most consequential additions to the threat environment for large-scale public gatherings.
Generative Al (GenAl) tools capable of producing highly realistic but fabricated content have become widely
accessible since 2020, sharply lowering the barrier to entry for sophisticated influence operations.” 2 ® Since
2021, the Federal Bureau of Investigation (FBI) has assessed that malicious actors will almost certainly leverage
synthetic content to conduct cyber and foreign influence operations, expanding on traditional tactics with greater
speed, persuasiveness, and scale.* °

Large-scale mass gatherings, including concerts, festivals, political conventions, and sporting events, to include
the FIFA World Cup 2026 (FWC26), present especially attractive targets. These venues concentrate large,
emotionally charged audiences within compressed information environments where rapid perception shifts can
generate disproportionate psychological, operational, and reputational effects. Initial threat reporting on the
FWC26 indicates cyber threat activity is already underway, with deepfake and Al-generated content cited as
primary vectors for false or misleading narratives, panic induction, and political influence, and in some cases the
ability to inspire or facilitate real-world disruptive or violent activity, including swatting incidents and other hoax
threats.® Threats may involve not only fully synthetic deepfakes, but also hybrid manipulations that alter authentic
content in ways that may be harder to detect and easier to weaponize.”

This whitepaper characterizes the deepfake and synthetic media threat to large-scale events, including threat
actors and motivations, observed tactics, techniques, and procedures (TTPs) across pre-event, event, and post-
event phases, and provides operationally relevant mitigation guidance for event organizers, law enforcement,
and security practitioners. The threat environment now includes the generation of synthetic content that can
overwhelm information environments, crowd out trusted signals, degrade trust in legitimate communications, and
increasingly target broadcast systems, financial markets, and high-visibility individuals in real time. The growing
reliance on connected digital infrastructure, including mobile ticketing, high-speed venue connectivity, and
Internet of Things (loT)-enabled services, further expands the risk surface, creating additional pathways through
which manipulated, misleading, or synthetic information can influence operational systems, public
communications, and real-time decision-making.® °

* Al broadly refers to systems that analyze data and perform tasks requiring human-like intelligence, while GenAl is a subset of Al that produces
new content, including synthetic text, images, audio, and video such as deepfakes.
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Background: The Synthetic Media Threat Landscape

Deepfakes are a subset of synthetic media produced by trained Al models, most commonly generative adversarial
networks (GANs)T or diffusion models, on reference content until the output is nearly indistinguishable from
authentic imagery or audio.'® "' Techniques include face swapping, attribute editing, face re-enactment, and the
generation of fully synthetic personas. Voice-cloning capabilities can replicate a target's voice from only a few
seconds of reference audio, and multimodal models can generate coordinated video, audio, and text in near real
time."? 1314 The rapid expansion of generative Al and synthetic media across sectors, including communications,
marketing, and journalism, has increased both the accessibility and potential misuse of these technologies, making
it more difficult for individuals and organizations to distinguish between authentic and manipulated content.'s ¢

In 2023, the Department of Homeland Security (DHS) assessed the convergence of accessibility, affordability, and
realism has transformed deepfakes from a niche technical capability into a mainstream tool for fraud, extortion,
political manipulation, and influence operations.'” The increasing adoption of “smart stadium” technologies,
including Al-enabled surveillance, loT-connected sensors, mobile applications, and real-time data analytics, further
expands the risk surface surrounding large-scale events, creating additional pathways through which manipulated,
misleading, or synthetic information can influence operational systems, public communications, and real-time
decision-making.'®

Google's 2024 Generative Al Misuse: A Taxonomy of Tactics and Insights from Real-World Data identified opinion
manipulation as the single most common goal (approximately 27 percent of cases), with impersonation,
appropriated likeness, sockpuppeting,* and falsification as the primary tactics used to conduct opinion-manipulation
campaigns.'® The operational maturity of the threat is illustrated by incidents including, deepfake videos of
Ukrainian President Volodymyr Zelenskyy during the Russia-Ukraine conflict, Al-cloned voice robocalls
impersonating political figures, such as former President Biden, and a $25.6 million corporate theft executed via a
deepfake video conference.?% 21 22, 23

This evolution, from isolated uses of synthetic media for information operations to more coordinated, targeted
influence operations leveraging Al-generated content, reflects a broader shift to cognitive warfare, in which
synthetic media is used not simply to misinform, but to shape perception, erode trust, and influence how individuals
think, react, and make decisions.?* 2 According to an April 2026 report from Sensity, the adoption of deepfakes and
synthetic media in information operations is accelerating faster than expected, with content generation and
dissemination scaling beyond verification capabilities, and trust itself emerging as a central battleground. 2% 27

A Working Taxonomy of Synthetic Media Threats Relevant to Large-Scale Events

Synthetic-media threats span multiple related but distinct Synthetic-media threats often operate
categories, from fabricated content and manipulated authentic through four overlapping mechanisms:
media to coordinated influence operations and high-volume
synthetic content designed to overwhelm information environments.
The following frameworks provide a common structure for e Manipulate: alter authentic content
understanding these threats; first by categorizing major forms of
synthetic-media risk, and second by illustrating how those forms
relate to operational use and broader strategic effects to support e Flood: overwhelm information
planning and analysis. environments

e Fabricate: create false content

e Impersonate: mimic trusted identities

T GANs are machine learning models in which two neural networks, comprising a generator that creates synthetic data and a discriminator that
evaluates its authenticity, enabling the creation of highly realistic synthetic images, video, and audio.

¥ “Sockpuppeting” refers to the use of false or deceptive online personas, including Al-generated or stolen identities, to appear authentic while
amplifying narratives, manipulating discourse, or obscuring the true source of influence activity.
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Table 1. Functional Taxonomy of Synthetic Media Threats

The following categories are not mutually exclusive; threat actors may combine them in layered campaigns that
span multiple event phases.

Category

Synthetic
Fabrication (Fully
Al-Generated)

Manipulated
Authentic Media
(Altered Reality)

Synthetic
Impersonation and
Identity Deception

Synthetic Content
at Scale (“Al Slop”)

Synthetic Influence
and Narrative
Operations

Hybrid Synthetic-
Cyber/Physical
Convergence

Description

Entirely fabricated media
created by Al

Genuine content altered to
mislead

Use of synthetic media to
mimic trusted individuals or
entities

High-volume Al-generated
content designed to flood
information environments

Coordinated synthetic
media used as part of
broader influence
campaigns

Synthetic media used to
enable or amplify cyber or
physical attacks

Representative Techniques

Deepfake video/audio, GAN
personas, synthetic personas,
voice cloning

Cheapfakes$, edited clips,
context manipulation,
deceptive subtitling?®

Voice clones, avatar
impersonation, synthetic
executives, cloned officials

Narrative flooding, bot
amplification, synthetic spam,
fake “highlights”

Narrative pre-positioning,
synthetic personas, multi-stage
campaigns

Spoofed alerts, synthetic threat
reporting, cyber distraction,
market manipulation

Table 2. Synthetic Media Threats Can Be Understood Across Three Levels

Operational Risks at
Events

False emergency directives,
impersonation, reputational
attacks

Panic induction, false
misconduct claims, crowd
disruption

Fraud, unauthorized
actions, swatting,
operational deception

Information saturation,
verification overload, trust
erosion

Perception shaping,
decision paralysis,
protest/disruption
mobilization

Real-world disruption,
resource diversion, crisis
escalation

The framework below provides a complementary way to view synthetic-media threats across three levels (what is
manipulated, how it is used, and what effects it seeks to produce) helping connect tactics to security implications.

Level Core Question | Examples Primary Risks

Content
Manipulation

What is being
falsified?

Deepfakes; Cheapfakes; Synthetic personas;
Voicel/video cloning; Al slop

Deception, spoofing,
false narratives

Operational How is it used? Fraud; Impersonation; Broadcast manipulation; Disruption, panic,

Use Synthetic threat reporting; Swatting/hoax threats operational interference
Strategic What is it trying  Decision paralysis; Crowd disruption; Influence over Cognitive and real-
Effect to produce? behavior; Mobilization or violence inspiration, Erode world effects

trust

§ “Cheapfakes” refer to manipulated or misleading media that do not rely on advanced Al techniques, but instead use simpler editing methods,
such as altering context, splicing footage, or basic audio/visual manipulation, to create deceptive content.
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Threat Actors and Motivations

A wide range of threat actors are positioned to employ synthetic media against large-scale events. Motivations and
capability levels vary, but most share a common operational logic: exploit the compressed information environment
to amplify disruption or shape the narrative at minimal cost.

State and state-aligned actors. Russian, Chinese, and Iranian influence networks have repeatedly
employed GAN-generated profile imagery and synthetic personas to amplify divisive narratives, according
to multiple private-sector research reports reviewed by the FBI.?° For example, an Iranian-linked group has
been producing a series of viral Al propaganda videos mocking U.S. foreign policy and government
officials, which have been shared by official Iranian government accounts.*% *' In 2022, Iran’s Supreme
Leader Ali Hosseini Khamenei’'s account also posted an Al-generated video depicting an assassination
attempt against President Donald Trump. 2 More recently, pro-lran networks have reportedly leveraged
GenAl content and high-volume “Al slop” to amplify divisive narratives and saturate information
environments, underscoring how synthetic media may be used not only for deception, but also to
exacerbate tensions and shape perceptions of a host nation during a major event.3* 3 35 Additional
examples include the Spamouflage Dragon network, a pro-Chinese communist party (CCP) online
propaganda and influence operation, using Al-generated profiles to seed English-language cheapfake
videos attacking U.S. policy, while Russian media promoted a deepfake video of Ukrainian President
Zelenskyy in March 2022 that was briefly broadcast on hacked Ukrainian television.*® *7 Host-country
hostility, geopolitical tensions, and opportunities to exploit existing social or political tensions or contentious
public narratives within a host nation make major international events attractive targets.*®

Terrorist and violent extremist groups. The National Counterterrorism Center (NCTC), DHS, and FBI
jointly assessed that violent extremists are actively exploring use of GenAl for recruitment, radicalization,
translation, and content creation. *° Al-Qaida-supported and 1SIS-aligned groups have published Arabic-
language guides on using large language models (LLMs) and Al image generators.“’ Extremist use of
deepfakes to fabricate atrocities, impersonate officials, or amplify grievances ahead of a symbolic target
event remains a credible concern. Synthetic media may also be used to reinforce grievance narratives,
validate perceived threats, or provide justification for mobilization, increasing the risk of individuals or small
groups engaging in targeted violence.*'

Transnational criminal organizations and fraud networks. The FBI’s Internet Crime Complaint Center
(IC3), as well as the Financial Crimes Enforcement Network, have noted a steady rise in deepfake-enabled
fraud, including real-time face-swapping in video calls, voice-cloning of executives, and synthetic identity
creation to bypass Know Your Customer (KYC) checks.*? ** Criminal actors have also used synthetic
media to amplify fear and perceptions of instability; in February 2026, Mexican cartels reportedly circulated
Al-generated images portraying chaos and weakened government control following the killing of a cartel
leader.** *°> Major events intensify commerce related to tickets, travel, and merchandise, expanding the
victim pool, while also creating opportunities to exploit confusion and cause disruption.*

Hacktivists and issue-motivated actors. Groups seeking to embarrass sponsors, delegitimize host
governments, or advance specific causes have a low-cost, high-visibility tool set in GenAl. These actors
may use synthetic media not only for narrative amplification and reputational attacks, but also to support
protest mobilization, target sponsors, inflame grievances, or amplify disruptive activity tied to physical
demonstrations.*’

Opportunistic individuals. Consumer-grade deepfake tools and commercial “deepfake-as-a-service”
offerings lower the technical floor so individual actors, whether for clout, harassment, fraud, or protest, can
produce convincing synthetic content in hours.
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Observed and Anticipated Tactics, Techniques, and Procedures (TTPs)

Deepfake-enabled operations are increasingly designed as coordinated, multi-stage efforts to shape perception
through repetition, emotional engagement, cumulative exposure, and increasingly hyper-personalized targeting that
can inhibit timely decision-making.*® These efforts often align individual pieces of content within a broader, evolving
narrative rather than presenting them as isolated incidents.*® Synthetic media threats to large-scale events can be
organized by phases to support operational planning across an event lifecycle.>* ' Refer to Appendix I: Risk
Factors for an overview of the operational impacts of synthetic-media threats on large-scale events.

Pre-Event Shaping Operations

Narrative pre-positioning. Fabricated audio, video, or imagery seeded weeks or months in advance can
prime audiences around themes such as host-nation human-rights concerns, travel safety, venue
corruption, or athlete or performer misconduct, potentially contributing to protest activity, demonstrations, or
coordinated disruption. These narratives may be introduced in stages, with early content establishing
context or emotional framing that subsequent content reinforces and amplifies over time. Narrative
formation may also increasingly be influenced through Al-mediated information channels, including
conversational tools used by the public to seek information on security, travel, or host-country conditions,
creating additional opportunities for manipulation or bias.% 5% 54

Synthetic persona cultivation. Inauthentic social media accounts using GAN-generated profile photos
build apparent grassroots credibility before pivoting to event-related narratives.®> *® Many accounts are
“aged” for months to evade platform detection.

Infrastructure spoofing. Fraudulent digital assets, such as websites, domains, or communication
channels, can be created to mimic legitimate organizations to deceive users and enable fraud or data theft.
More than 4,300 fake FIFA-related domains have been identified since August 2025, imitating official
ticketing, streaming, and merchandise platforms.®” Approximately 36 percent of FWC26 official partners
were assessed by Proofpoint in February 2026 to lack sufficient Domain-based Message Authentication,
Reporting and Conformance (DMARC) protections, increasing the risk of brand impersonation and email
fraud.%®

Deepfake-enabled credential harvesting. Al-generated video or voice can be used to impersonate
trusted personnel and trick individuals into revealing login credentials or sensitive information.*® Fake
“customer support” video agents and voice-cloned hotline operators are being reported in connection with
FWC26 ticket scams.®®

Event Exploitation

Impersonation of public officials, law enforcement, or event organizers. Real-time deepfake video and
voice-clone capabilities have matured to the point that live video calls and broadcast segments can be
spoofed.®! An impersonated official issuing false evacuation orders, security alerts, or all-clear messages
could directly influence crowd movement and incident response.

Targeting of high-visibility individuals. Deepfake audio, video, and synthetic social media content may
be used to impersonate athletes, coaches, broadcasters, or other public-facing personnel to spread false
statements, manipulate narratives, influence betting markets, or generate reputational harm during high-
attention live events.®? 63

Fabricated incidents and emergency messaging. Al-generated imagery, video, audio, or spoofed
emergency communications may depict fires, explosions, violent incidents, or urgent public-safety
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directives at or near event locations, creating confusion, inducing panic, misdirecting resources, or
triggering unnecessary response actions such as evacuations or swatting-style incidents.® Synthetic
content may also follow real-world events, leveraging existing incidents to amplify misleading narratives
and increase credibility.

o Synthetic threat reporting and swatting. Al-generated audio, video, or text may be used to report
fabricated threats, such as active shooters, explosives, or other emergencies, prompting large-scale law
enforcement responses, venue disruptions, or panic among attendees.

e Synthetic incitement and intergroup provocation. Al-generated or manipulated content may be used to
inflame tensions between fan groups, communities, or national constituencies by fabricating crimes, insults,
provocations, or security abuses attributed to another group.®® Such content could be used before, during,
or after an event to incite hostility, trigger confrontations, or contribute to disorder and targeted violence.
This may include fabricated content portraying supporters from a particular country or community as
committing crimes or threatening others in order to provoke hostile reactions. ¢

e Live-stream and broadcast manipulation. Attackers may target social media platforms and the broader
broadcast ecosystem to inject deepfake or Al-generated content during events.®” 8 Such activity can
disrupt transmission, undermine the credibility of live coverage, and rapidly amplify false content through
trusted channels. During the 2025 Club World Cup, for example, fake Al-generated “highlight” clips
amassed millions of views before moderation intervened.®® 7% 7' Even if disproven, synthetic visual media
can exert outsized persuasive effects during time-sensitive incidents.”?

e Voice-cloned workforce and business process compromise. Attackers may exploit cloned voices of
venue executives, security directors, or vendors to bypass financial controls, authorize transactions, grant
emergency access, or elicit sensitive operational information, extending beyond traditional phishing into
real-time, high-confidence deception.” This technique reflects a broader pattern observed by the FBI in the
corporate sector and presents a direct risk to both operational decision-making and financial integrity during
live events.” 75 76, 77

e Market manipulation and betting fraud. Synthetic content, including fake injury reports, fabricated insider
commentary, or impersonated athlete statements, may be used to influence betting markets or financial
decisions tied to event outcomes, as well as deceptive marketing practices that mislead consumers and
influence purchasing behavior.”®

¢ Integration with physical or cyber activity. Synthetic media can amplify real incidents (e.g., a minor
disturbance presented as a coordinated attack) or provide cover for cyber activity by distracting public-
affairs and incident-response resources.

Post-Event Exploitation

o Fabricated incidents. Synthetic imagery or video purporting to show injuries, misconduct by security, or
failures of venue infrastructure can be published following the event, after attendees have dispersed.

o Amplification of perceived failures. Real operational friction (transit delays, weather, isolated crowd
incidents) can be exaggerated through coordinated synthetic content to undermine public confidence in
event security and host-government competence.

e The “liar’s dividend.” Defendants or accused parties increasingly claim that genuinely authentic audio or
video is Al-generated, complicating accountability and investigations.”® This phenomenon is expected to
grow as public awareness of deepfakes expands.®°
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Lessons Learned from High-Visibility Events

The 2026 Milano-Cortina Winter Olympics highlighted the potential use of deepfake and manipulated media
to advance geopolitical narratives and distort perceptions during a high-visibility sporting event, reinforcing
concerns that major events can serve as proving grounds for synthetic-media influence operations.?’

The 2024 Paris Olympic Games saw pre-event Al-generated false or misleading information, copycat
ticketing sites, and state-linked influence operations attempting to delegitimize the host nation.®?

The Qatar FIFA World Cup 2022 generated reference data on ticketing and streaming fraud that
cybersecurity and intelligence entities have used to forecast the 2026 environment, including the
observation that approximately 299 malicious FIFA-branded domains were registered in a single five-day
window in August 2025.%3

The 2022 Beijing Winter Olympics were accompanied by a covert influencer-recruitment campaign using
Chinese state-linked public relations firms and Al-generated content to deflect human-rights criticism. %4

The Russia-Ukraine conflict produced widely observed wartime deepfakes (e.g., Zelenskyy surrender
video), demonstrating the tactic’s viability under live operational pressure, and as a coordinated
psychological warfare campaign.8% 6. &

Mitigation and Planning Considerations

Effective mitigation requires integrating synthetic-media scenarios into existing event security, crisis
communications, and information-operations planning, supported by defined verification workflows, escalation
procedures, communications protocols, and coordinated response mechanisms.®® 8 The following considerations
are drawn primarily from federal interagency guidance and operational best practices.

Preparedness, Training, and Public Resilience

Integrate synthetic-media scenarios into tabletop exercises and incident-response plans. Rehearse
specific scenarios: a deepfake of a public-safety official ordering evacuation; a voice-clone call to the
operations center; swatting-style false reports triggering emergency response; and fabricated or
compromised livestream content injected into social or broadcast channels during a critical moment,
supported by recurring exercises that reinforce pause, verify, and respond under stress.®°

Prebunking. Proactively educate attendees and the public about likely synthetic-media scenarios around
the event. Research indicates prebunking is more effective than reactive debunking in reducing
susceptibility to false or misleading narratives.

Incorporate public awareness into resilience planning. Pre-event messaging and media literacy
awareness can help reduce susceptibility to synthetic-media deception and improve public response to
false or manipulated content during an incident.®? 3

Identify high-value impersonation targets. Assess which officials, executives, broadcasters, vendors,
and trusted voices would be most attractive for impersonation or voice-clone abuse and prioritize protective
measures accordingly.®*

Protect high-visibility individuals. Provide targeted guidance and protective measures for athletes,
broadcasters, and executives, including monitoring for impersonation, limiting exposure of high-quality
voice/video data, and establishing rapid response protocols for reputational attacks. % °7

Emerging Risks Whitepaper « May 2026 Page 7 of 15
© Center for Internet Security, Inc. 2026.



Technical Security and Identity Protection

Secure smart-stadium systems and data flows. Implement segmentation, monitoring, and integrity
validation across loT devices, Al-enabled analytics platforms, and operational systems to reduce the risk of
manipulation, unauthorized access, or cascading system failures.®®

Treat identity assurance as part of event security. Verification of trusted identities, including senior
officials, vendors, and operational partners, should be considered part of resilience against synthetic-media
enabled deception.

Harden impersonation-vulnerable surfaces. Implement DMARC policies on official domains; enforce
phishing-resistant multifactor authentication (MFA), including Fast IDentity Online (FIDO) -based methods,
for all staff; and remove unnecessary executive voice and image samples from public-facing content.'%°

Adopt content authentication and provenance measures. Use watermarking, cryptographic signing,
C2PA-compliant content credentials,™ or similar authentication approaches across official video, audio, and
press materials, and encourage adoption by relevant vendors and media partners where feasible, to help
distinguish trusted communications from manipulated content and enable rapid verification during high-
tempo operations. 0", 102, 103, 104

Deploy authentication codes and dual authorization. Implement rolling passphrases known only to

authorized personnel for real-time communications; require dual authorization for any access, transfer, or
messaging decision that could be induced by an impersonation attempt.'%> % For voice-clone scenarios,
organizations should consider layered human-authentication protocols, including out-of-band verification,
pre-established challenge procedures, and dual-channel confirmation for high-consequence requests. %’

Monitoring, Detection, and Verification

Centralize monitoring. Maintain continuous open-source intelligence (OSINT) and social media
monitoring for host-country, venue, executive, sponsor, and event-related synthetic-media content
beginning well in advance of the event, integrating platform liaison channels and internal incident reporting
into a single operations feed so that emerging synthetic content is triaged quickly. Monitoring efforts should
also incorporate account-level analysis, including indicators such as recently created accounts, high-
volume posting of similar content, and coordinated amplification patterns.

Shift verification earlier in the workflow. Given the volume and sophistication of synthetic media,
verification must increasingly occur at the point of ingestion rather than as a downstream analytic step.'%®

Use multimodal verification for suspected synthetic media. Verification should combine content review,
metadata analysis, behavioral indicators, contextual validation, and operational cross-checking through
trusted channels to reduce reliance on any single detection method, while assessing authenticity as well as
the potential intent and operational effect of the content. %% 110

Prioritize media verification workflows. Establish dedicated processes to validate broadcast feeds, viral
clips, and high-impact media content in real time, including coordination with broadcasters and platform
trust/safety teams.

Integrate real-time deepfake detection capabilities. Where feasible, incorporate automated detection
tools into monitoring workflows to support rapid identification and triage of suspected synthetic media,
enabling faster validation and response during high-tempo events.'!" 112

™ The Coalition for Content Provenance and Authenticity (C2PA) provides an open technical standard for publishers, creators and consumers to
establish the origin and edits of digital content.
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Do not rely solely on automated detection tools. Al-detection technologies are often limited, platform-
dependent, and susceptible to evasion; effective identification requires a layered verification process,
combining technical analysis, human judgment, and source verification.'"*

Use caution with Al-assisted analytical outputs. Al-generated or Al-assisted assessments may contain
inaccuracies or unsupported correlations; outputs should be corroborated and treated as decision support,
not decision authority. "4 115

Crisis Communications and Incident Response

Establish pre-event relationships with partners. This includes social media platforms, broadcasters,
fact-check organizations, Information Sharing and Analysis Centers (ISACs), and other relevant detection
partners. Rapid assessment, verification, and takedown depend on pre-existing trusted channels.''®

Establish rapid takedown procedures. Pre-identify escalation paths for urgent platform reporting and
removal of synthetic content that threatens safety, operational continuity, or public confidence.''”

Pre-establish synthetic-media crisis communications protocols. Develop pre-authorized messaging,
pre-bunking and rumor-control procedures, rapid public clarification mechanisms, resilience-building
communications that can be activated quickly to counter manipulated content before false narratives gain
traction, and rehearse activation procedures during exercises.'1? 119, 120

Develop a “trusted voices” network. |dentify and engage pre-designated spokespersons, community
leaders, and media partners who can rapidly amplify verified information during an incident, reducing the
audience share available to synthetic narratives.

Verify before amplifying. Public-information officers should maintain standing protocols requiring
secondary-channel verification of any unexpected directive, particularly those appearing to originate from
senior officials via video or voice and regularly rehearse those procedures through exercises and scenario-
based training.'?!

Counter-message with verified content. Publish authenticated imagery or footage with content
credentials and from verified .gov or official accounts to displace synthetic narratives before they dominate
search and algorithmic feeds.

Coordination, Governance, and Post-Incident Actions

Report to DHS, the FBI via local field offices, or IC3 (www.ic3.gov). Real-time video deepfakes and
voice-cloning impersonations should be reported even if financial loss is avoided.'??

Document and preserve. Capture suspected synthetic content with metadata intact for law enforcement
referral, platform reporting, and potential prosecution. Chain-of-custody handling is essential given forensic
and evidentiary implications.'?*

Coordinate with industry and sector partners. Collaborate with ISACs (e.g., MS-ISAC, Sports ISAO, EI-
ISAC) to contribute to broader threat picture and share lessons learned on emerging trends and tactics. '

Track legal and regulatory developments. Monitor evolving federal, state, and host-country legal
frameworks related to synthetic media and deepfakes, and engage policymakers on gaps in authorities,
regulatory approaches, and operational coordination mechanisms. %5

Conduct structured after-action reviews. Treat synthetic-media incidents as learning events; update
indicators, playbooks, and platform relationships based on observed TTPs.
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Outlook

The trajectory of GenAl capability strongly suggests that the realism, speed, and cost of synthetic media will
continue to favor offensive use in the coming years.'?% 27 Real-time deepfakes, multilingual voice cloning, and
coordinated multi-platform influence efforts will likely be deployed against large-scale, high-visibility events,
especially in light of current geopolitical environment. As these capabilities mature, the risk is not only that synthetic
content will mislead audiences, but that it will increasingly be used to prompt real-world actions, including
emergency responses, swatting incidents, and other similar threats, as well as acts of targeted violence.

At the same time, the scale and speed of Al-generated content, including high volumes of low-quality “Al slop,” will
increasingly challenge the ability of event operators to distinguish signal from noise, enabling false narratives to
form and spread faster than they can be verified or countered. 2% 129

Emerging standards, improved platform policies, detection tools, and greater public awareness offer real
advantages, but adversaries continue to adapt, and detection remains technically challenging.'*° Because detection
alone will remain imperfect, resilience will continue to depend more on disciplined verification and procedural
controls than on technical detection alone.’" '*2 The most durable mitigation rests on process rather than
technology: pre-established verification discipline, rehearsed response protocols, trusted-voice networks, and
cross-sector information sharing.'** Event planners should treat synthetic-media threats as a permanent feature of
the operational environment, rather than as an episodic anomaly, to preserve event integrity, public safety, and
public trust. As synthetic-media threats mature, trust increasingly functions as a critical element that requires active
protection alongside physical, cyber, and information security measures.'**

Additional Resources

e CIS An Examination of Generative Al and Physical Threat Planning

e CIS The Evolving Role of Generative Artificial Intelligence in the Cyber Threat Landscape
e CISA Risk in Focus: Generative Al and the 2024 Election Cycle

e CISA Stadium Spotlight: Connected Devices and Integrated Security Considerations

e CISA Tactics of Disinformation

e DHS Impacts of Adversarial Use of Generative Al on Homeland Security

e DHS Increasing Threats of Deepfake Identities

e EL PACCTO 2.0 Use of Artificial Intelligence by High Risk Criminal Networks

e Europol Facing Reality? Law Enforcement and the Challenge of Deepfakes

e FBI Malicious Actors Almost Will Leverage Synthetic Content for Cyber and Foreign Influence Operations

e FBIIC3 2025 Deep Fake Infographic

e FinCEN Alert on Fraud Schemes Involving Deepfake Media Targeting Financial Institutions

e GAO Science and Tech Spotlight: Deepfakes

e INTERPOL Report Beyond lllusions: Unmasking the Threat of Synthetic Media for Law Enforcement

e NCSC Foreign Adversaries Could Use Deepfakes to Influence U.S. Elections

e NCTC Emerging Technologies and Possible Malign Uses by Terrorists

e NCTC Emerging Technologies May Heighten Terrorist Threats

e NCTC Violent Extremists’ Use of Generative Artificial Intelligence
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https://learn.cisecurity.org/generative-ai-physical-threat-planning?_gl=1*cxm4m2*_ga*MTQ0NzY5NjY2MC4xNzYyOTc1Mzc1*_ga_3FW1B1JC98*czE3NzYwODk4NjAkbzUxJGcxJHQxNzc2MDkwMjQ5JGoyMCRsMCRoMA..*_gcl_aw*R0NMLjE3Njk2NDI5MDguQ2owS0NRaUFoT2ZMQmhDQ0FSSXNBSlBpb3BQTl9SbjFvTm5zNXdQS2c2N1VwOUQ1bTZfdXE5Uzc0ZExkMkdTR1Y3LWFQOVhPUnBHZ1BTSWFBdTNZRUFMd193Y0I.*_gcl_au*MTcwMTkzMDIzMC4xNzcxNDIzODI1*_ga_N70Z2MKMD7*czE3NzYwODk4NjAkbzUxJGcxJHQxNzc2MDkwMjQ5JGoyMCRsMCRoMA..
https://learn.cisecurity.org/ms-isac-evolving-role-gen-ai
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Live events demand minute-scale decisions on evacuations, access, and communications.
Deepfakes exploit this by inserting false inputs before verification is possible, particularly under
conditions of information overload.

The increasing prevalence of Al-generated content further accelerates narrative spread, as such
clips are cheaper to produce, easier to distribute, and more difficult to verify in real time. Synthetic
content can establish dominant narratives within minutes, often outpacing verification processes
and official communications during time-sensitive operations.'3*

Fans, attendees, and distant viewers process information under heightened arousal, reducing
critical evaluation and increasing sharing velocity.

Hundreds of authorized broadcasters, livestreamers, and social accounts provide many vectors
for spoofing and many sources whose authenticity audiences cannot easily verify.

Host-country disputes, sanctions regimes, and diplomatic frictions create motive for state-aligned
information operations targeting event legitimacy, including potential misuse of platform
amplification features to increase reach and intensify tensions.

Ticketing, hospitality, betting, and merchandise flows create fraud opportunities where deepfake
customer support, cloned executive voices, or impersonated sponsors drive direct monetary loss.

Generative models continue to evolve faster than detection tools, including adversarial
techniques designed to evade detection, reinforcing the need for layered verification, procedural
resilience, and continuous adaptation.’*® Effective detection also increasingly depends on
integration into operational workflows rather than standalone analysis.

Organizations and individuals may overestimate their ability to recognize or counter synthetic-
media deception, creating false confidence that can undermine preparedness, verification
discipline, and response effectiveness.

High volumes of Al-generated content, ranging from convincing deepfakes to low-quality
synthetic media, can overwhelm monitoring systems, delay verification, and erode trust in
legitimate communications during time-sensitive operations. These risks may be exacerbated
when malicious actors exploit platform features, paid amplification mechanisms, or algorithmically
curated feeds to boost reach, crowd out trusted signals, and accelerate false narratives. '’

The proliferation of synthetic media allows authentic evidence, official messaging, or legitimate
reporting, including evidence of incidents, misconduct, or policy violations, to be dismissed as Al-
generated or fabricated, degrading trust, delaying response, degrading situational awareness,
complicating crisis decision-making, and reducing confidence in legitimate evidence."%®

Smart stadium systems rely on Al-enabled analytics and loT sensor data to monitor crowd
movement, security risks, and operational conditions. Manipulation, spoofing, or corruption of
data, whether through cyber intrusion, deceptive signals, or synthetic inputs, could distort
situational awareness, trigger inappropriate responses, or degrade decision-making. 139 140, 141

Synthetic-media campaigns may be designed not just to persuade, but to induce hesitation or
delayed action, creating decision paralysis during time-sensitive incidents.

Deepfake and Al-generated content may prompt real-world actions, including protests,
demonstrations, or emergency responses. This includes swatting and other hoax threats, where
fabricated reports of violence (e.g., active shooters or explosives) trigger law enforcement
deployment, venue disruption, or public panic, even when the underlying information is false.

Repeated exposure to synthetic content across multiple platforms can degrade critical thinking
over time, creating cognitive fatigue and increasing susceptibility to misleading or false narratives.
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