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U.S. Public Finance

Higher Education — US

Al tools enable more sophisticated data
breaches, heightening cyber risk

Cybersecurity risk is becoming a more material credit consideration for US higher education
institutions as Al-enabled attacks increase in frequency and sophistication. Recent data
breaches at several high-profile institutions illustrate how phone-based phishing techniques,
which are often enhanced by Al, can compromise donor databases, even without accessing
sensitive financial information. While the scope of these incidents remains uncertain, they
are likely to become more frequent and more sophisticated, posing increasing risk and
requiring vigilance and investment in cyber mitigation.

In November 2025, Harvard University (Aaa), University of Pennsylvania (Aa1) and Princeton
University (Aaa) all reported cyber breaches that resulted in databases being compromised
through phone-based phishing. According to several reports, the compromised data included
donor names, addresses and fundraising and engagement activities. Although it was not
reported that the incidents involved Social Security numbers, payment card data or financial
account details, such breaches can still result in harm for universities. Donor engagement is
a key pillar of institutional success, and if donors become wary of an institution’s ability to
manage and secure personal information, they may reconsider the scope or continuity of
their engagement.

Cyber criminals will leverage Al tools to enable increasingly sophisticated phone-based
phishing attacks in the future. One sophisticated social engineering technique is called
vishing, or voice phishing. Through this technique, attackers will use phone calls or

voice systems to impersonate IT or identity management staff to get victims to disclose
authentication codes or approve fraudulent access attempts. Advances in generative

Al have sharply amplified the power of such attacks. Criminals may leverage Al tools to
generate extremely convincing deep-fake quality audio and a generative script that mimics,
with unprecedented realism, a wholly natural conversation. As these tools become more
accessible, the speed and believability of vishing will escalate, increasing the likelihood that a
single compromised account could trigger a large-scale breach.

The threat is not limited to donor databases or alumni information. Higher education
institutions maintain diverse swathes of data. Student records include demographic, financial
aid and medical information. Research operations generate proprietary datasets that may
involve sensitive intellectual property, clinical data or federally regulated information. Human
resources systems include payroll, benefits and employment files. Broader data exposure

can increase legal costs, compliance burdens and remediation spending, and may disrupt
operations dependent on the affected system.


https://moodysanalytics.fra1.qualtrics.com/jfe/form/SV_6nSiBDZYONp8Y7Q?pubid=PBC_1474582
https://www.moodys.com/credit-ratings/Harvard-University-MA-credit-rating-19750/summary
https://www.moodys.com/credit-ratings/University-of-Pennsylvania-PA-credit-rating-600028534/summary
https://www.moodys.com/credit-ratings/Princeton-University-NJ-credit-rating-600030349/summary
https://www.moodys.com/credit-ratings/Princeton-University-NJ-credit-rating-600030349/summary
https://www.moodys.com/research/Cyber-Risk-Global-2026-Outlook-Cyber-threats-will-intensify-Outlook--PBC_1463266

Moody's Ratings U.S. Public Finance

Higher education institutions are vulnerable because they often operate with decentralized IT governance structures in which academic
units manage their own systems, sometimes with inconsistent security controls. In our recent cybersecurity survey of the sector,

some institutions reported they have expanded their cyber budgets and staffing, but many colleges and universities lack formal Al
governance frameworks, leaving gaps in oversight of an emerging risk area. While 71% of respondents said they restrict use of internal
data with public Al tools, compared with 54% across the broader public finance group, only a quarter or less follow recognized Al
security frameworks like the OWASP Top 10 (see Exhibits 1 and 2 below).

Exhibit 1 Exhibit 2
Higher education institutions show commitment to data protection Adoption of the recognized security framework, OWASP Top 10, is
but lag in adoption of Gen Al governance and standards limited across institution type
Responses by lines of business Responses by institution type
Global PFG Higher Ed US - Privates US - Publics International
Having a policy governing the use of Al 56% Having a policy governing the use of Al 5%
tools 2 tools 2
Having a policy restricting the use of Having a policy restricting the use of
internal and/or proprietary data with 1% internal and/or proprietary data with 75%
public Al tools public Al tools
Having establihsed restricted internal-use Having establihsed restricted internal-use 5 o,
generative Al tools Gl Do generative Al tools 6% 6%,
Following OWASP Top 10 for its use of ™ Following OWASP Top 10 for its use of 5
generative Al 15% 23% generative Al 25%
Source: Moody's Ratings Source: Moody's Ratings

Name recognition can also influence attacker behavior. Not only are well-known, and typically wealthy, institutions perceived as more
likely to be able to pay a ransom, a successful breach of a prestigious institutions may promote a cybercriminal group's credibility

and image. Providing evidence, possibly by leaking data obtained across the dark web, that they can penetrate well-known and well-
resourced institutions may make their next victim more inclined to succumb to ransom demands.

Additionally, many colleges and universities, like many organizations across various sectors, also rely heavily on cloud-based tools,
including Microsoft 365 and other Software as a Service platforms for email and other core business processes. Single-sign-on
configurations, while convenient, mean that one compromised credential can unlock emails, donor databases, HR systems and other
sensitive files simultaneously. These vulnerabilities further highlight the importance of robust security and governance controls needed
to combat an increasingly challenging risk environment.

This publication does not announce a credit rating action. For any credit ratings referenced in this publication, please see the issuer/deal page on https://ratings.moodys.com for the
most updated credit rating action information and rating history.
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